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********** START OF 1st CHANGE **********

4.2.3.4.3.3
Protection against brute force and dictionary attacks

Requirement Name: Protection against brute force and dictionary attacks
Requirement Description:

If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.

The most commonly used protection measures are: 

1)
Using the timer delay (this delay could be the same or increased depending the operator's policy for each attempt, e.g. double the delay, or 5 minutes delay, or 10 minutes delay) for each newly entered password input following an incorrect entry ("tar pit").

2)
Blocking an account following a specified number of incorrect attempts, refer to 4.2.3.4.5. However it has to be taken into account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.

3)
Using CAPTCHA to prevent automated attempts (often used for Web applications).

4) 
Using a password blacklist to prevent vulnerable passwords. 

NOTE 1: 
Password management and blacklist configuration may be done in a separate node that is different to the node under test, e.g. a SSO server or any other central credential manager.

In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. It is left to the vendor to select appropriate measures. 

Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.

Test case: 
Test Name: TC_PROTECT_AGAINST_BRUTE_FORCE_AND_DICTIONARY_ATTACKS
This test applies only when the most commonly used protection measures used in the requirement are implemented. If they are not implemented, then the vendor documentation needs to provide alternative measures and the tester needs to develop suitable tests for these alternative measures. Since a vendor is free to select appropriate measures, only the vendor selected measures are to be tested.

Purpose:

To ensure that the system uses a mechanism with adequate protection against brute force and dictionary attacks

To check whether system follows commonly used preventive measures which are mentioned below.

1.
Using the timer delay (e.g. doubling wait times after every incorrect attempt,  or 5 minutes delay, or 10 minutes delay) after each incorrect password input ("tar pit").

2.
Blocking an account following a specified number of incorrect attempts (typically 5). However administrator has to keep in account that this solution needs a process for unlocking and an attacker can utilize this process to deactivate the accounts and make them unusable.

3.
Using CAPTCHA to prevent automated attempts (often used for Web interface).

4.
Using a password blacklist to prevent vulnerable passwords.

Procedure and execution steps:

Pre-Conditions:

1.
The password policy management of the network product is configured to use the timer delay after each incorrect password input.

2.
The password policy management is configured to block an account following a specified number of incorrect password attempts (typically 5).

3.
The web interface should be configured with CAPTCHA feature to prevent automated attempts.

4.
CAPTCHA feature is optional and test is done only if implemented.

5.
A password blacklist is configured by the tester. At least one blacklisted password (a password that meets the complexity criteria but is blacklisted) is documented. 

NOTE 2: 
Password management and blacklist configuration may be done in a separate node that is different to the node under test, e.g. a SSO server or any other central credential manager.

6.
Tester has valid credentials as an authorized user.

Execution Steps

Execute the following steps:

A.
Positive Test 

Case 1:

Test case to use the timer delay after each incorrect password input is covered in clause 4.2.3.4.5.

Case 2:

Test case to block an account following a specified number of incorrect attempts is covered in clause 4.2.3.4.5. 
Case 3:

1.
The network product's login web interface is configured with CAPTCHA feature.

2.
Tester enters the valid password and correct CAPTCHA

3.
Tester can successfully log into the network product. 
In some cases the network product class can have two or more of the attack prevention methods available, which are a combination of Cases 1-3. In such cases the tester will need to run a combination of these test cases.

B.
Negative Test

Case 1:

Test case to use the timer delay after each incorrect password input is covered in clause 4.2.3.4.5.

Case 2:

Test case to block an account following a specified number of incorrect attempts is covered in clause 4.2.3.4.5.

Case 3:

1.
The network product's login web interface is configured with CAPTCHA feature.

2.
Tester enters the valid password without CAPTCHA.

Case 4:

1.
The tester tries to change the password to the blacklisted password.

Expected Results:

A.
Positive Test 

Case 1: 

Expected result for the test case to use the timer delay after each incorrect password input is covered in clause 4.2.3.4.5.
Case 2:

Expected result for the test case to block an account following a specified number of incorrect attempts is covered in clause 4.2.3.4.5.
Case 3: 

Tester can login only after entering the correct password and CAPTCHA.

B.
Negative Test

Case 1: 

Expected result for the use the timer delay after each incorrect password input is covered in clause 4.2.3.4.5.
Case 2:

Expected result for the test case to block an account following a specified number of incorrect attempts is covered in clause 4.2.3.4.5.
Case 3:

Tester cannot successfully log in to the network product.

Case 4:

Tester cannot successfully change the password to the blacklisted password.

Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operation result.
********** END OF CHANGE **********
